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Enabling Secure HPC processing for 
medical research in Saxony
Experiences on utilizing the ZIH secure workflow infrastructure for processing medical 
data – an examplary application

Kathrin Sobe – ZMI – PARS-Workshop 2026
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Overview

● Motivation: Project KIMed 

● Secure processing environments: SPEs/TREs 

● ZIH Secure Workflow

● Examplary use case 

● Other secure processing environments

● Conclusion and Outlook 
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Motivation: Project KIMed
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Challenges in using health data for research
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Secure processing environments (SPE)
Trusted research environments (TRE), ...

● Sensitive data not handed out to researcher

● Processing in a secure environment

● Governance framework: 5 Safes● Governance framework: 5 Safes
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Secure Workflow @ ZIH Dresden

● Based on Nolte 22 „A Secure Workflow for Shared HPC Systems“
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Secure Workflow: user guide
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Application preparation on local workstation
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Application preparation on local workstation
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Details image classification model

● Model training: tensorflow + keras, example code: 
https://keras.io/examples/vision/image_classification_from_scratch/

● Kaggle data set: 23398 files (18719 training, 4679 validation)

● Xception (Extreme Inception): deep convolutional neural network CNN architecture

● Parameters: Batch size (64), num epochs (25)

● Training results:

● Epoch 1/25:   acc: 0.6736 - loss: 0.5857 - val_acc: 0.4960 - val_loss: 0.6946
● Epoch 25/25: acc: 0.9676 - loss: 0.0800 - val_acc: 0.9457 - val_loss: 0.1273
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HPC run on ZIH Romeo cluster (1 isolated node)
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Monitoring run on Romeo node (128 cores)
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Related environments
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Productive access service: HDRUK portal
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Conclusions + Outlook

Secure workflow is productive

SPEs under high development

KIMed focus SPE for saxony 

Closing the regulatory gap for medical 
researchers

Support AI developments in medicine

https://www.kimed-netzwerk.de/de/

https://www.kimed-netzwerk.de/de/
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AI developments require medical data
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Secure Workflow @ ZIH Dresden
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Details image classification model

● 25 Epochen
● Xception (Extreme Inception) is a deep convolutional neural network architecture
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