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data - an examplary application
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Motivation: Project KIMed
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Challenges in using health data for research

Data Access
Restricted Access to Health Data

Legal Requirements
GDPR, GDNG, EHDS initiatives, among,
others, complicate cross-institutional

data projects Technical Heterogeneity

Different data sources require

Consent and Purpose Limitation harmonization and standardization

Secondary use of data requires consent

and may be subject to purpose limitation ; sie
y ; i Data Protection vs. Data Utility

Pseudonymization alone is insufficient and
requires secure processing environments

Institutional Barriers

Hospitals have little incentive to share data
when they bear the burden while researchers
reap the benefits

Bias and Representativeness
Accessible data reflect only certain
population groups

Made with % Napkin

< TUD Enabling Secure HPC processing for medical research in Saxony ¢ Kathrin Sobe * Seite 4



Secure processing environments (SPE)

Trusted research environments (TRE), ...

» Sensitive data not handed out to researcher * Governance framework: 5 Safes

* Processing in a secure environment L. Safe People

Only trained, accredited and
trusted researchers are
authorized to access data.

DATA
HOLDERS

[ DATA USERS

5. Safe Outputs 2. Safe Projects
7Y Research outputs are Data are used only for ethical,
i - statistically checked to approved research projects
" = . . o ! . .
i_ exports anonymaous ) ensure that no individuals 4 with clear health or public
data enly r-mkﬁ c.l.]ta can be re-identified. ',\ Secure Processing ; benefit.
available ) v Environment (SPE)/  /
impaorts | I N Trusted Research - ~
= P —— | R | atlon LA i e b e o i P § ¢
tools & data . o~ infarmation on relevant > Environment (TRE) .

clinical finding

3. Safe Settings

Data analysis takes place in
strictly controlled, virtual lab

environments (SPEs) that

prevent copying or
unauthorized downloads.

4. Safe Data

Data are anonymized,
@ pseudonymized or reduced

to the strictly necessary

minimum before access
is provided.
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Secure Workflow @ ZIH Dresden

* Based on Nolte 22 ,A Secure Workflow for Shared HPC Systems"

Prerequisites local computer HPC system

public gpg key of user will be
registered on the node by admin

secure node:

(2] run.sh
#!/bin/bash

-----BEGIN PGP MESSABE-----

hQGMA+twzSrru/BTAQv=I8a7
e END PRGN ES SRR ES S rns
EOF
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Secure Workflow: user guide

Mention that "sudo’ is usually not required for apptainer builds

8033b098 | [T i
Alexander Grund authored 1 month ago O History

v+ user_guide.md 29.74 Kig = v Code | Preview | Blame OB &

HPC Secure Workflow - user guide

This guide describes a secure, container-based workflow for processing sensitive data on an HPC (High Performance Computing) system.
Basic knowledge of Linux and HPC usage is helpful in understanding this guide.

Table of Contents

« Overview
« Requirements
« Workflow overview
« Used terms
« Prerequisites (One-Time Setup)
A. Import and generate the GPG keys
B. Vault user token
C. Passwordless access to the HPC system
« Workflow Steps (Per Job)
1. Create data container
2. Create Apptainer image
3. The script
4. Vault set up and keys
5. HPC set up and data transfer
6. Run the script
7. Copy the results to your local computer and access them
+ Checklist of files and keys
« Appendix
A. Additional useful Slurm parameters
B. Use Vault installed in an Apptainer image
C. Sudo privileges
D. Apptainer images
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Application preparation on local workstation

From Local Application to Execution
in the ZIH Secure Workflow

- \
DN Batch Script (executed on Secure Node)
« starts the encrypted container on the Secure Node
+ references encrypted input and output containers

--input /path/to/encrypted_input_container.sqsh

I
|
|
|
1
1
[
|
: --output /path/to/encrypted_output_container.sqsh Bt
[ atch Script
: ( T ? \ : submits the job and_starts
- Encrypted Container (encrypted Singularity image) : ] ;hnetﬁgcsri?:tii i]o;c::ner
E + protects application and all files inside :
1
1 1 H
: Ve t 7 | ﬁ Encrypted Container
! Container (Singularity Image) d | encrypted Singularity image
1 y . 2 | | containing the complete
| « contains the runtime environment and | | e y
| 1 5 | | application environment.
1 H all dependencies H 1
1 1 1 1
: ( : h I Container
! [ Raw Application ! ] @
i ! @ ; -pp 3 . i 1 Singularity image with all
H - « application code and configuration 1 i software dependencies
! i : . and the application.
[ =1 1
1 1
| — O — |
: E] @ ! {/> Raw Application
1 Input Data Output Data | application code with
: (inside container) (inside container) l input and output data
! ] directories.
| . o4 :
Lo oy
~ 4
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Application preparation on local workstation

<commands.sh=>
#!/bin/bash

getkey "input_data" <input data token=
getkey "output_data" <output data token=
getkey "image" <image token>

mount_data "input_data"
mount_data "output data"

singularity exec --pem-path=/keys/image.key \
--contain \
--writable-tmpfs \
--bind /mnt/input_data:/input:ro \
--bind /mnt/output_data:/output \
~/image.sif \
python /data/fapp/main.py --input folder=/input --output folder=/output --num_epochs=25 --batch size=128

sudo singularity exec --pem-path=image.key image.sif python /data/app/main.py --input folder=/data/dataset --output folder=5PWD/result_models --num_epochs=1 --batch_
singularity exec singularity container.sif python /data/app/main.py --input_folder=/data/dataset --output_folder=5PWD/result _models --num_epochs=1 --batch_size=32
[local_home/.venv/bin/python main.py --input_folder=ImagesSmall --output folder=results --batch_size=32 --num_epochs=1
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Details image classification model

Model training: tensorflow + keras, example code:

https://keras.io/examples/vision/image_classification_from_ scratch/

Kaggle data set: 23398 files (18719 training, 4679 validation)

Xception (Extreme Inception): deep convolutional¥

Parameters: Batch size (64), num epochs (25)

Training results:

* Epoch 1/25: acc: 0.6736 - loss: 0.5857 - vaI_acc
* Epoch 25/25: acc: 0.9676 - loss: 0.0800 - val_acc, g
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HPC run on ZIH Romeo cluster (1 isolated node)

Romeo

The cluster Romeo is a general purpose cluster by NEC based on AMD Rome CPUs.

188 nodes, each with

-

« 2 X AMD EPYC CPU 7702 (64 cores) @ 2.0 GHz, Multithreading available
+ 512 GiB RAM (8 x 32 GiB DDR4-3200 MT/s per socket)

» 181.4 GiB local storage on SSD at /tmp

-

Login nodes: login[1l-2].romeo.hpc.tu-dresden.de

-

Hostnames: 1[7001-7186].romeo.hpc.tu-dresden.de

Operating system: Rocky Linux 9.6

-

Further information on the usage is documented on the site CPU Cluster Romeo
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Monitoring run on Romeo node (128 cores)

< Job ID: 8771737

Project User Job Name Start End State #Nodes

p_secure02 kaso629h run.sh 03/09/2026 11:55:57 03/09/2026 17:27:02 completed 1

= CPU Usage (mean across cores)

1

O.slq\_AM_A_IM_M\_MMM;W—/BMA_A_A—/;A—/

Oh 1h 2h 3h 4h 5h

IPC (mean across cores)

0.035

0.03

Oh 1h 2h 3h 4h 5h

= FLOPS (normalized to single precision, mean across cores)

Oh 1h 2h 3h 4h 5h

= Main Memory Bandwidth in Bytes/s (mean across sockets)

#Cores  Exclusive  Walltime Pending  Duration Core Hours Used Walltime

1 8h 125 5h31min5s 706.31 68.98%

Memory Utilization in Bytes (aggregated across nodes)

=" 4B &

Energy

305kWh'v

Partition

romeo

200G
100G
0
Oh ih 2h 3h 4h 5h
requested used
=i Lustre 10 Bandwidth in Bytes/s (mean across nodes)
5M
0 S A
Oh 1h 2h 3h 4h 5h
horse_read_bw horse_write_bw
= Lustre IOPS (mean across nodes)
200
100 k
0 A
Oh ih 2h 3h 4h 5h
horse_read_requests horse_write_requests horse_open horse_close
= Infiniband Bandwidth in Bytes/s (mean across nodes)
5M
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Related environments

L TUD

SPE

smm Datenhotel UKE Hamburg

ana Eppendorf
0 UKE new SPE (NFDI4Health
8RE ( )

= Charite

Secure Workflow: GWDG, ZIH, URZ
TRE

@; GBTRE

_ Chorus Software

Benutzer Daten HPC Analyse
internal internal no interactive
external external scalability? n/a
internal internal no interactive
internal bring your data yes command line

n/a n/a yes n/a
n/a internal possible interactive
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Prod

L TUD

uctive access service: HDRUK portal

Health Data I™

Research Gateway >

Search ~»  Community ~» News ~ About v Help ‘ Data Custodian Area

Filters

Source

@) Health Data Research Gateway

Partner portals

Datasets with BioSamples

Datasets in Cohort Discovery

Data Custodian

Dataset type

Geographical coverage

Data standard

Data Custodian Network

Collection name

healthdatagateway.org/dataset/1903

Search the Gateway

Search, for example, by Dataset, SNOME

How to search the Gateway

Datasets & BioSamples  Data Uses/ Research Projects

[EI There are more than 100 results. We recommend refining your search.

Showing 1-25 of 1288 results.

Action search 3 .
Metadata title Data Custodian

1288 result

290 Action SCOT translational sample collection Tissue Directory

Wessex Secure

ons ICURTIs
Data Environme..

LIVING: Transforming supportive care for Royal Marsden

NHS Foundatio...

Actions ~ 2
people living with lung cancer when yo...

. Sussex Integrated Dataset - Primary Care Kent, Medway and
b ctions

Encounter

. BiB4All SystmOne HV Primary Care
~ Actions ~ o Born In Bradford
Medication

Actions - Real Time Data Network (RTDN) DATA-CAN

Sussex Integrated Dataset - Primary Care

~ Actions + Sussex ICB

Patient Demographics

North East and
North Cumbri...

Civil Registration of Births and Deaths

N ctions ~ .
Dataset - North East and North Cumbria

West Midlands
Pharmacy
Secure Data...

<
Y z kY
£
q

National Audit of Care at the Fnd of | ife -

code, LOINC term, Rea

Sussex Secure...

Analysis Scripts & Software

Population Size

Not reparted

Not reported

43

2.070.000

Not reported

10.000

Not reported

718.836

12.000.000

Publications

Sort by most relevant

Date Range

2008-

2018-2026

2025-2026

2000-2026

1990-2024

2020-

2025-

2013-2024

2020-2024

SH term, keywol

Data Custodians

o

Co ions / Networks

# Download results [1 savesearch

) ) BioSample
Access Service Data Standard Cohort Discovery et
availability
Varies based on
OTHER - v
project
NHS DATA
TRE/SDE %
DICTIONARY
Varies based on
X LOCAL - -
project
TRE/SDE OMOP, LOCAL = =
LOCAL - -
TRE/SDE OTHER - <
NHS DATA
null DICTIONARY, - =
LOCAL
NHS DATA
DICTIONARY
TRE/SDE LOCAL : v

Varies based on

Structural
Metadata

Need support?
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Conclusions + Outlook

\HERZII;_.I(-IH:-WIFL‘I(QMMEN IM :-i “ f

. _ Netzwerk fiir
Secure workflow is productive Kunstliche Intellige:
in der Medizin

SPEs under high development
KI > Med

KI in Medizi Netzwerk fir Kinstliche
< Intelligenz in der Medizin
sicher, verne

3. KIMed Netzwerk
Partner Forum

KIMed focus SPE for saxony

Closing the regulatory gap for medical
researchers

Support Al developments in medicine

KI trifft Medizin - te
. ) eDa
sichere Losungen Save th
KI sichtb fur die Versorgung 27.10-22766‘)“‘.
Vernetze Dich mit \ von morgen 10_.30 = ‘\.5- .
. KI%Me_d Pau:s;us;;eu
https://www.kimed-netzwerk.de/de/ o LSS it



https://www.kimed-netzwerk.de/de/

Al developments require medical data

Herausforderungen bei der Nutzung von Gesundheitsdaten fiir KI

Datenzugriff
Eingeschrénkter Zugriff auf Gesundheitsdaten

Rechtliche Vorgaben

DSGVO, GDNG, EHDS-Vorhaben, u.a.
erschweren Institutionsiibergreifende
Datenprojekte

Einwilligung und Zweckbindung
Die Sekundé&rdatennutzung benétigt die
Einwilligung und unterliegt ggf. einer
Zweckbindung

Institutionelle Hirden

Krankenh&user haben wenig Anreize, Daten zu
teilen, wenn der Aufwand bei ihnen liegt und
der Nutzen bei den Forschern

L TUD

@(%

n

[[le}
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Technische Heterogenitét
Unterschiedliche Datenquellen erfordern
Harmonisierungs- und Normierungsschritte

Datenschutz vs. Datennutzen
Pseudonymisierung schiitzt nicht genug und
bendtigt geschitzte
Verarbeitungsumgebungen

Bias und Reprasentativitat
Zugéngliche Daten spiegeln nur bestimmte
Bevélkerungsgruppen wider




Secure Workflow @ ZIH Dresden

Encrypt
o Locally 0 Upload Securely

#!/bin/bash : #!/bin/bash

VAULT_TOKEN=hvs .CAE

-----BEGIN PGP MESSABE-----

hQGMA+twzSrru/BTAQv=I8a7

-----END PGP MESSAGE-----

EOF
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Execute on
Secure Node




Details image classification model

* 25 Epochen
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